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BAO DAM AN NINH QUOCGIA
TRONG BOI CANH CHUYEN BOI 50

NGUYEN VAN THANH"
LUC ANH TUAN™

Cudc cach mang cong nghi€p 4.0 da va dang dién ra m¢ét cich nhanh chéng chua timg c6 voi
déc trung Ia diéu khién hé théng va robot; c4c hé théng lién két thé gidi thuc va thé gi6i 4o do
sur dot pha ctia khoa hoc - cong nghé dua trén nén ting cong nghé sé tich hop cong nghé
“théng minh” dé t6i uu héa quy trinh, phuong thitc sdn xudt. Diém “don bdy” 14 tri tué nhédn
tao (AI); cong nghé in 3D, cong nghé sinh hoc, cong nghé vit liéu méi, cong nghé tur dong héa,
robot, internet két n6i van vt (IoT) va Internet c4c dich vu (IoS) dang dan tré thanh nhiimg
cbng cu sdn xudt quan trong trong nhiéu nganh, linh virc. Bén canh mdt tich cuc, cong nghé
4.0 ciing dang dit ra khong it nhitng thdch thizc, déc biét 1a trong linh vuc bdo ddm an ninh
qudc gia. Do d6, rét c4n c6 nhiig gidi phdp phit hop trong béi canh s6 héa hién nay.
Tirkhéa: An ninh quoc gia, chuyén doi s6, cich mang cong nghiép; bao dam.

The Industrial Revolution 4.0 has been progressing at an unprecedented pace, marked by
advancements in system controls and robotics, as well as the integration of physical and virtual
worlds. It is driven by breakthroughs in science and technology, particularly in digital
technologies, which incorporate "smart" technologies to optimize processes and production
methods. Key technologies, known as "leverage points," include artificial intelligence (AI), 3D
printing, biotechnology, new materials, automation, robotics, the Internet of Things (IoT), and
the Internet of Services (10S). These technologies are increasingly becoming essential tools for
production across various industries and sectors. While Industry 4.0 has many positive aspects,
it also poses significant challenges, particularly concerning national security. Therefore, it is
essential to implement effective solutions in the current context of digitalization.
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1. bat van dé truong tinh todn va vat ly; thay déi nganh
Theo TS. Truchard, cich mang cong cOngnghiép theo motso cach thic chinh: dat
nghiép 4.0 mora thoi dai moi, vugt qua pham
vi ciia cong nghé thong tin va dién tt, dwoc  * Thyong nedng, PGS,TS. Hoi dong Ly
thuc ddy boi cac he thong tichhop cadtliéu  Judgn Trung wong
ky thuat s6 va dw liéu twong tu trén moi  ** TS. Hoi dong Ly ludn Trung wong
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liéu tuong tu l6n (big analog data), thiét bi
kich thudc nhé hon nhung hiéu suét cao hon,
khong con khoang céch dia ly va viéc gido
duc dé dang hon'.

Khong gian mang da tr¢ thanh moi
truong thit Nam voi sura doi cia chién tranh
mang, tdc dong sau sac dén quoc phong, an
ninh ctia moi qudc gia®. N¢i ham khai niém
an ninh quoc gia dugc mé rong, khong chi
con gioi han & trén dat lién ma da mo rong
xuéng ngam, trén khong, trén bién va trén
khong gian mang. Cong ngh¢ thong tin tao ra
nhing thach thic 16n déi voi bao dam an
ninh qudc gia, dac biét la van dé toi pham
cong nghé cao, an ninh thong tin, an ninh
mang, trong khi Viét Nam chua tir chtt hoan
toan veé cong nghe, gay nguy co mit cha
quyén an ninh thong tin, @ mt goc dé nao
do co thé tao ra hé luy rat nguy hiém.

Mot vi du néi bat la su phét trién nhanh
chong cta tri tué nhan tao (Al) thoi gian qua
dem lai nhing thay dai to lon doi véi doi song
kinh té, chinh tri, xa hoi trén thé gioi. Tuy
nhién, Al cling dat ra nhiéu thach thtc, nhu:
su gia tang cua cdc cudc tdn cong mang
thong qua Al (gay thiét hai kinh t€ thé gioi
khoang 8.000 ty USD ndm 2023, anh huéng
dén 353 triéu nguoi; du kién con so thiét hai
kinh t€ sé& 12 9.500 ty USD nam 2024)3; nguy
co cac doi tugng khting b6 loi dung AT dé thuc
hién cdc muc dich xau, nhu: gitri email doc
hai, phat tan thong tin sai léch, thu hat nguoi
ung ho, 1én ké hoach tan cong khiing bg; hay
viéc cdc doi tuong loi dung cong nghé
deepfake dé tao ra anh khoa than gia nham
vao phu ni va tré em tai My, Han Quéc...%
Thuc té€ nay minh chiing cho tac dong nhiéu
mat ctia cach mang cong nghiép 4.0. Cac
quéc gia déu phai tu duy lai cach thicc quan
tri, phéat trién theo hudng tdn dung mat tich
cuc ctia khoa hoc - cong nghé dé phat trién,
tang tinh canh tranh quéc gia, dong thoi
giam thiéu tac dong tiéu cuc ma cach mang
cong nghiép 4.0 c6 thé mang lai (xem hinh I
cuoi bai).

Tuy nhién, cung voi nhiimg loi ich to 16n
vé cong nghé thong tin thi cling dang phai
doi mat véi rat nhieu nguy co va théch thic
trudc nhiing cudc tan cong mang khéng con
don thuan la khai thac 16 hong, pha hoai
thong thuong ma muc tiéu ro rét la nham téi
céc t0 chic tai chinh, hé thong mdy tinh ctia
ngan hang, hé thong thuong mai dién t,
chinh phu dién tt...

2. Chuyén d6i s6 1a mot cudc cach mang

bang va Nha nudc ta rat coi trong cong
tac chuyén doéi so, xac dinh la mdt trong
nhing nhiém vu trong tam hang dau gitp
dat nuoc tan dung duge nhiing co hoi ctia
cdch mang cong nghiép 4.0, tao bt ph4, thu
hep khoang cach véi cac nuoc phét trién,
vuot ra khoi bay thu nhap trung binh, huéng
t6i mot nén kinh t€ phat trién bén viing, mau
chong tién kip voi cac nudc phat trién trén
thé gioi.

B6 Chinh tri ban hanh Nghi quyét s6 36-
NQ/TW ngay 01/7/2014 vé ddy manh tng
dung, phat trién cong nghé thong tin dap
ting yéu cau phat trién bén viing va hoi nhap
quoc té& Nghi quyét s6 52-NQ/TW ngay
27/9/2019 vé mot so chti truong, chinh sach
cht dong tham gia cu6c cach mang cong
nghiép 4.0. Trong d6, thang than danh gia:
“Quaé trinh chuyén déi s6 quoc gia con cham,
thiéu chti dong do ha tang phuc vu qua trinh
chuyén d6i s6 con nhiéu han ché; nhiéu
doanh nghiép con bi dong, nang luc ti€p can,
tng dung, phét trién cong nghé hién dai con
thap”; dong thoi, dat ra mot s6 muc tiéu cu
thé dén nam 2025, dinh huéng dén nam
2030 va tam nhin dén nam 2045.

Thu tuéng Chinh phu ban hanh Quyét
dinh s6 749/QD-TTg ngay 03/6/2020 phé
duyét “Chuong trinh chuyén déi s6 qudc gia
dén ndm 2025, dinh huéng dén nam 2030”
voi muc tiéu dua Viet Nam vao nhéom 50
nuoc dan dau vé chinh pht dién ti (EGDI)°.
Chuong trinh chuyén doi s6 quoc gia xac
dinh: nhan thtic déng vai tro quyét dinh
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trong chuyén doi s6; nguoi dan la trung tam
cta chuyén doi so; thé ché va cong nghé 1a
dong luc ctia chuyén doi so; phat trién nén
tang so la giai phap dot pha dé thac day
chuyén doi s6 nhanh hon, giam chi phi, tang
hiéu qua; bao dam an toan, an ninh mang la
then chot dé chuyén doi so thanh cong va
bén viing, dong thoi 1a phan xuyén suot,
khong thé tach roi ctia chuyén dai s6 va su
vao cugc cua ca hé thong chinh tri, hanh
dong dong bo & céc cap, su tham gia cta
toan dan la yéu t6 bao dam su thanh cong
cta chuyén doi so. Xac dinh muc tiéu co ban
dén ndam 2025, dinh huéng dén nam 2030
trén cac tiéu chi: (1) Phat trién Chinh phti s6,
nang cao hiéu qua, hiéu luc hoat dong; (2)
Phat trién kinh t€ s0, nang cao nang luc canh
tranh cia nén kinh té&; (3) Phat trién xa hoi
s0, thu hep khoang cach so.

Tong Bi thu Té Lam da nhan manh ve sy
can thiét phai tién hanh cugc cach mang
chuyén do6i so6 dé dieu chinh quan hé san
xudt, tao dong luc méi cho phat trién.
Chuyén doi s6 khong don thuan la viéc ting
dung cong nghé so vao cac hoat dong kinh té
- x4 hoi ma con la qua trinh xac 1ap mot
phuong thiic san xudt méi tién tién, hién dai
- “phuong thic san xudt s6”, trong do ddc
trung ctia luc lugng san xuat la sy két hop hai
hoa gita con nguoi va tri tué nhan tao; ditliéu
tro thanh mot tai nguyén, tro thanh tu liéu
san xudt quan trong; dong thoi, quan hé san
xudt cling c6 nhimg bién doi sau sdc, dac biét
1a trong hinh thtic s¢ httu va phan phai tuliéu
san xudt s6°. Phuong cham dat ra la: thuc
hién cach mang chuyén doi so v6i nhiing cai
cach manh mé, toan dién dé diéu chinh quan
hé san xudt, tao dong luc madi cho phat trién,
tranh thu t6i da thoi co, thuan loi do cach
mang cong nghiép 4.0 dem lai, dua dat nudc
di tit, don dau phat trién vuogt bac’.

3. Tinh hinh t6i pham loi dung tién bo
khoa hoc - cong nghé hién nay

Thuyc tién cho thay, khong gian mang va
mot so loai hinh dich vy, ting dung cong nghé
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thong tin dang la cong cu dé céc thé lyc thu
dich, t6i pham loi dung thuc hién hoat dong®.
So lugng cac vu tan cong mang dién ra ngay
cang nhiéu trén thé gii, gay ra thiét hai
nghiém trong, dac biét 1a trong béi canh dai
dich Covid-19 khi cdc chinh phu va doanh
nghiép phai chuyén sang trang théi lam viéc
tlrxa. Cac cugc tdn cong bang phan mém doc
hai da tdng tung nam. Vi du tang 358% nam
2020 so vOi ndm 2019; tang 125% nam 2021
so voi ndam 2020°. S6 vu tdn cong mang nam
2023 la 2.365 vu v6i hon 343 triéu nan nhan.
Trong cac vu tan cong bang phan mém doc
hai, tan cong qua email la dang pho bién
nhdt, chiém khoang 35% s6 vu tdn cong'’.

Tinh hinh t6i pham st dung cong nghé
cao tai Viét Nam thoi gian qua dién bién
ngay cang phtc tap.

Thir nhat, khong gian mang va mot s
loai hinh dich vy, tng dung cong nghé thong
tin dang bi céc thé luc thu dich, phan dong
stt dung dé thuc hién d&m muu tién hanh
“cadch mang mau”, “cach mang duong pho”,
“dién bién hoa binh” v6i muc tiéu tham doc
x6a bo ché do chinh trj @ nuoc ta. Theo thong
ké ctia Bo Cong an, trong gan 10 ndm qua,
céac thé luc thu dich, phan tirx4u da, dang st
dung 8.784 web, blog c6 tén mién nudc
ngoai; 381 web, blog c6 tén mién trong nuéc
thuong xuyén ddng tai thong tin xau, doc
chong phd Dang, Nha nuoc Viét Nam; da
phét hién 279 vu st dung internet xam pham
an ninh quaoc gia, d4u tranh v6i hon 200 doi
tuong; xtt Iy 140 doi tuong. Dang chu y, trong
do c6 219 vu kich dong biéu tinh trén khong
gian mang; 138 hoi, nhém trd hinh hoat dong
trén khong gian mang; 45.498 luot cong
thong tin, trang tin dién t( c6 tén mién “.vn”
bi tan cong, trong d6 c6 2.113 lugt tdn cong
céc cong thong tin, trang tin dién ti ctia co
quan bang, Nha nuéc gay ra nhimg hau qua
nghiém trong!®.

Thit hai, ngay cang xudt hién nhiéu cudc
tdn cong mang, lra ddo qua khong gian
mang voi quy mo lon, cuong do cao, gia tang
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vé tinh chat nghiém trong, mic d6 nguy
hiém, de doa truc ti€p dén an ninh quac gia
va trat tu, an toan xa hoi. Theo bao cdo gan
day ctia Microsoft, ty 1é tdn cong nham vao
Viét Nam st dung phan mém doc hai
ransomware cao nhat & chau A - Thai Binh
Duong, [a mot trong ba quoc gia trong khu
vuc bi anh huéng nhiéu nhét ctia cac cudc
tdn cong phan mém doc hai (sau Indonesia
va Sri Lanka) va ding thit séu trén thé gioi vé
s0 luot tai ma doc khong chu y'2. Khiing bd
mang noi 1én nhu mot thach thic de doa
nghiém trong t6i an ninh qudc gia.

Hoat dong pham tdi trén khong gian
mang ngay cang gia tang ve so vu, thu doan
tinh vi, gay thiét hai nghiém trong vé kinh t€,
anh huong dén tu tuong, van hoa - xa hoi.
Theo s6 liéu tit Cuc An toan thong tin (B
Thong tin va Truyén thong), trong 11 thang
dau nam 2022, da c6 toi 11.213 cudc tdn
cong mang huong vao Viét Nam, tang 44,2%
so voi cung ky ndm 2021. Trong do, c6 3.930
cudc tdn cong gia mao (phishing), 1.524
cudc tan cong thay doi noi dung (deface),
5.759 cudc tdn cong phan mém doc hai
(malware). Trong nam 2022, tinh trang gia
mao thuong hiéu gia tdng dot bién (chiém
72,6% sO vu ltra dao trén mang dugc ghi
nhén); ngoai ra, con c6 gia mao chiém doat
tai san truc tuyén (chiém 11,4%), ltra dao
trang thuong, viéc lam online, tmg dung cho
vay... (chiém 16%)"3.

Chi trong 9 thang dau nam 2024, Cuc An
ninh mang va phong, chéng tdi pham st
dung cong nghé cao (Bo Cong an) da té chiic
ddu tranh, triét phd, phdi hop véi co quan
diéu tra cac cdp khéi té 14 vu an, véi 75 bi
can lién quan cdc duong day ltra dao chiém
doat tai san qua mang, té6 chic danh bac,
déanh bac, mua ban ma tdy, chdt cdm qua
mang. Ddc biét dang lo ngai la tinh trang lay
nhiém virus va xudt hién phan mém gian
diép gay nguy co mdt an ninh, an toan hé
thong thong tin mang!.

Thit ba, viéc c6 nhiéu thiét bi két noi
internet, ddac biét 1a su phét trién nhanh
chong cia mang ludi [oT 1a nguy co dan dén
10 lot bi mat nha nudc va céc thong tin ca
nhan, quyén riéng tu, cac doi tugng triét dé
loi dung cac ké ho trong bao mat thong tin,
bao mat tai liéu dé thuc hién cac cuoc tdn
cong quy mo léon nham dénh cép thong tin
va stt dung dé can thiép hoat dong chinh tri
hodc thuc hién céac hanh vi vi pham phap
luat. Theo lanh dao Cuc An ninh mang va
phong, chong tdi pham st dung cong nghé
cao (Bo Cong an), trong nam 2021, co quan
chtic nang phét hién 30 vu 16, mét bi mat nha
nudc voi 202 dau tai lieu®.

Thit tu, cong tac quan ly, gido duc chinh
tri tu tuong cho cén bo, chién si gap nhiéu
kho khén trong bai canh bung né cua cong
nghé, cac thong tin thét thiét trén mang
internet gay nhiéu loan, hoang mang trong
du luan. Viéc quan ly cén bo, chién si tham
gia cdc trang mang xa hoi, nhu: Facebook,
Tik Tok, Instagram, Twitter...; viéc st dung
cac thiét bi cong nghé hién dai chua dugc
thuc hién day da, chat ché, dan dén nguy co
10 lot thong tin cd nhan, bi mat nha nudc lién
quan dén nganh Cong an ngay cang gia tang.

4. Yéu cau dai voi cong tac bdo dam an
ninh qudc gia trong bdi canh ddy manh
chuyén dai so tai Viét Nam

bai hoi dai biéu toan quoc lan thi XIII
cta bang xac dinh khoa hoc - cong nghé va
doi moi sdng tao 1a mot trong nhiing khau
dot pha chién lugc quan trong dé xay dung
va phét trién T6é qudc Viét Nam xa hoi cht
nghia. Nghi quyét ctia Dai hoi dua ra muc
tiéu cu thé phat trién dat nudc tit nay dén
nam 2045; cu thé: dén nam 2025, ky niém 50
nam giai phong hoan toan mién Nam, thong
nhdt dat nuoc, la nudc dang phét trién, co
cong nghiép theo huong hién dai, vuot qua
muc thu nhap trung binh thap. Dén nam
2030, ky niém 100 ndm thanh lap Dang la
nudc dang phat trién, c6 cong nghiép hién
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dai, thu nhap trung binh cao. Dén nam
2045, ky niém 100 ndm thanh 1ap nuoc: tro
thanh nuéc phét trién, thu nhap cao. Trong
do, dac biét can thiét phai tién hanh chuyén
doi so, “qua trinh chuyén déi so can dugc
thuc hién toan dién, dong bo, c6 tinh dén
moi quan hé bién chiing gitta co s& ha tang
va kién tric thugong tang nham xay dung nén
kinh té thi truong dinh huéng xa hoi chu
nghia, vira phéat huy sttc manh ctia luc wong
san xudt hién dai, vira bao dam ban chat tot
dep cuia ché do xa hoi chu nghia, phu hop
voi diéu kién cu thé ctia Viet Nam trong thoi
dai moi”'%; dong thoi, quan triét viéc ddy
manh chuyén déi s6 phai gin lién v6i bao
dam an ninh dé Viét Nam bt phd trong ky
nguyén moi.

Dé dat dugc muc tiéu nay, khuyén nghi
cac nhom giai phép sau:

Mot 1a, chti dong quan triét, trién khai
thuc hién c6 hiéu qua cac quan diém, chu
truong ciia Dang, chinh sach, phép luat cta
Nha nudc vé chuyén doi s6, phat trién khoa
hoc - cong nghé va xay dung luc luong vi
trang nhan dan trong boi canh tinh hinh
méi, nhat 1a nhitng muc tiéu, nhiém vu da
dugc xdc dinh trong Nghi quyét Dai hoi
Dang toan qudc lan tha XIII; Nghi quyét s
52-NQ/TW ngay 27/9/2019 ctia Bo Chinh tri
vé mot s6 chu truong, chinh sach cht dong
tham gia cudc cach mang cong nghiép 4.0;
Chi thi s6 16/CT-TTg ngay 04/5/2017 clia
Thi tuéng Chinh phu vé viéc tang cuong
nang luc ti€p can cudc cach mang cong
nghiép 4.0; Nghi quyét s6 12-NQ/TW vé ddy
manh xay dung luc lugng Cong an nhan dan
that su trong sach, vitng manh, chinh quy,
tinh nhug, hién dai, dap Gng yéu cau, nhiém
vu trong tinh hinh méi; Nghi quyét s6 44-
NQ/TW ngay 24/11/2023 ctia Hoi nghi Trung
uong 8 (khoa XIII) vé Chién lugc bao vé T6
quoc trong tinh hinh méi. Ti€p tuc trién khai
hiéu qua Dé an phat trién tng dung da liéu
vé dan cu, dinh danh va xdc thuc dién ti
phuc vu chuyén déi s6 quoc gia giai doan
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2022 - 2025, tam nhin dén nam 2030 cta
Chinh pht (Dé an 06).

Hai Ia, cap 1y, 1anh dao cac cdp can nang
cao hon nita nhan thitc ctia can b, dang vién
vé tdc dong va nhiing van dé dat ra trong viec
ddy manh chuyén doi s6 quoc gia va cach
mang cong nghiép 4.0 mang lai, ddc bi¢t la tac
dong doi voi an ninh quoc gia dé can bg, cong
chtic tuy thiic vé su can thiét c6 kha nanglam
chti c4c thanh tyu khoa hoc - cong nghé; ndm
dugc am muu, thtt doan chong pha ctia cac
thé Iuc thu dich, cac loai toi pham va vi pham
phap luat khac trong boi canh chuyén déi so
quoc gia, cach mang cong nghiép 4.0 dé tu
bao vé minh, bao vé bi mat nha nuéc trong
moi truong khong gian mang.

Ba Ia, céc lyc lugng chuyén trach cua Bo
Cong an, B¢ Qudc phong... can du bdo dugc
nhitng nguy co, thach thic doi voi cong tac
bao dam an ninh qudc gia trong boi canh ddy
manh chuyén déi so va dé xudt bién phap
ngdn chdn, dau tranh hiéu qua, phu hop. Tan
dung t6i da nhiing thanh qua ctia cudc cach
mang cong nghiép 4.0 trong trién khai sap
x€p t6 chiic bd may luc lugng chuyén trach
béo dam an ninh qudc gia, bo tri can bo tinh
gon, hiéu qua. Phat huy t6i da loi thé cta
mang internet, tang cuong cung cap, cap
nhat thuong xuyén céc thong tin, quan diém
ding dan cua Dang, Nha nuoc trén cac
website, cong thong tin dién tit nham nang
cao nhan thtec, y thitc chinh tri ctia nguoi
dan, ddu tranh chonglai cac quan diém, luan
diéu sai trai ctia cac thé hé thu dich.

Bon Ia, ddy manh hop tac quoc té, tang
cuong hop tac voi cac nude co trinh do cao
vé khoa hoc - cong nghé, tranh thti t6i da moi
nguon lyc dé phat trién khoa hoc - cong
nghiép qudc phong, an ninh ludng dung,
hién dai; quan tam dau tu mua sim nang cap
hé thong ha tang thong tin quoc gia.

Nam Ia, kién toan, nang cao chat lugng
dao tao can bo chuyén trach bao dam an
ninh quoc gia, dap tng cac yéu cau (nhu
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trinh do cao vé ly luan, nghiép vu, khoa hoc
- cong nghé...) ngang tam nhiém vu trong
bdi canh ddy manh chuyén doéi s6 quoc gia
va cach mang cong nghiép 4.000
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Hinh 1. 15 1¢i ich ctia cong nghé s6

15 LglicH
CUA CONG NGHE SO

1. Két ndi xa hoi

2. Toéc do giao tiép

3. Lam viéc da nang

4. Co héi hec tap

5. Ty dong hoa

6. Luu trir théng tin

7. Chinh sda

8. Nhan ban chinh xac
9. GPS va Ban d&

10. Van chuyén

11. Chi phi thap

12. Giai tri

13. Tin tuc

14. Tai chinh ngan hang
15. Thiét bj c6 kich thudc nhé hon
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