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PHAP LUAT VE QUAN LY THONG TIN TREN MANG XA HOI

LE THUONG HUYEN"

Phép luit vé quén Iy thong tin trén mang x4 héi & nuéc ta tuy da dugce chu y xdy dung nhung
védn con ton tai nhiéu khodng tréng trong qudn ly ttr nguyén tdc quan ly, néi dung quan Iy,
cdc hanh vi bi cdm, ché tai xit phat... Khung phdp ly hién nay chua theo kip véi toc do phat
trién ctia thong tin trén mang x4 hoi, di€éu ndy Iam anh huéng t6i hiéu qud quan Iy, Chinh vi
vdy, cdn hoan thién hé théng phap ludt theo huéng thong nhat diéu chinh ni dung théng
tin trén mang x4 hoi, quy dinh chi tiét cdc hanh vi bj cdm, vdn dé hop téc qubc té nhim bdo
vé€ an ninh trén mang x4 héi trong boi canh hién nay.

Tir khéa: Phap luat; mang xa hoi; quan ly thong tin; an toan thong tin mang; cong nghé
thong tin.

The legislation on management of information on social media has been developed in the
country. However, many gaps in management still exist such as in management principles,
management contents, prohibited acts, sanctions. The current legal framework has not kept
pace with the development of information on social media, which affects management
effectiveness. Therefore, it is necessary to complete the legal system to govern in a consistent
manner the content of information on social media, specify prohibited acts, and promote
international cooperation to secure social media in the current context.
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1. batvdn dé

Phap luat vé thong tin trén mang xa hoi
(MXH) c6 vai tro rat quan trong trong viéc
tao ra cac khung kho phép ly dé cac co quan
quan ly nha nudc vé thong tin trén mang tién
hanh hoat dong quan ly cac hoat dong san
xudt, cung cdp, luu tri, stt dung thong tin
trén MXH. Dong thoi, cling 1a co s& dé cho
cac chu thé san xudt, cung cdp, luu trit, st
dung thong tin trén mang can ctt vao do khi
thuc hién cac hoat dong ctia minh trén moi
truong mang.
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2. Thyc trang phép luat vé quan ly thong
tin trén mang xa hi

a. Mang xa hoi trong nuoc

Hau hét MXH ctia Viét Nam dang hoat
dong theo dang dién dan, mtc do tac dong,
anh huong t6i xa hoi chua cao, trir mot vai
mang noi bat, nhu: webtretho, otofun. Hién
nay, zalo duoc coi 1a MXH 16n nhat ctia Viét
Nam. Ngoai cac tai khoan cé nhan, moé hinh

* TS, Vién Nha nuoc va Phap ludt, Vién
Han lam Khoa hoc xa hoi Viéet Nam
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zalo an ninh duoc nhiéu don vi trién khai
manh mé. Tinh dén dau nam 2022 da c6 hon
3.580 trang zalo an ninh dugc thiét lap.
Nganh Cong an nhiéu tinh, thanh phg cting
stt dung zalo dé ho trg viéc cdp cdn cudc
cong dan, huéng dan tha tuc, hen lich lam
viéc, tra ctu tién do....

b. Mang xa hoi ¢ nuoc ngoai cung cap
xuyén bién gidi vao Viét Nam

Thuc t€ da c6 nhiéu doanh nghiép cung
cdp dich vu noi dung xuyén bién gioi tai Viét
Nam nhung cht yéu la: Facebook, Youtube,
TikTok. Hién nay, Viét Nam la quoc gia ding
thit 12 thé gi6i vé ty lé tdng truong nguoi st
dung MXH nhiéu nhat. Vao nam 2021, co s&
nguoi dung cua YouTube tai Viét Nam 1én t6i
khoang 66,63 triéu nguoi. Tinh dén thang
6/2021, tong s6 nguoi dung Facebook tai Viét
Nam la gan 76 triéu nguoi, chi€ém hon 70%
dan s6 toan nuoc, tdng 31 triéu nguoi dung
s0 vOi nam 2019 va van ding vi tri so 1 trong
nhtmg MXH phé cap tai Viét Nam?.,

Viéc quan ly noi dung thong tin trén
mang & nudc ta da dugc quy dinh & nhiéu
van ban quy pham phép luat (VBQPPL), dién
hinh nhw: Luat Cong nghé thong tin (CNTT)
nam 2006, Ludt Vién théng nam 2009; Luat
Xudt ban nam 2012; Ludt An toan thong tin
mang (ATTTM) nam 2015; B¢ Iuat Hinh su
nam 2015, Luat Bdo chinam 2016; Ludt An
ninh mang ndm 2019 va céc nghi dinh cta
Chinh pht, nhu: Nghi dinh s6 72/2013/ND-
CP ngay 15/07/2013 vé quan ly, cung cap, stt
dung dich vu internet va thong tin trén
mang, Nghi dinh s6 27/2018/ND-CP ngay
01/3/2018 vé stta d6i, b6 sung mot s6 diéu
ctia Nghi dinh s6 72/2013/ND-CP, Nghi dinh
s0 15/2020/ND-CP ngay 03/02/2020 quy
dinh x& phat hanh chinh vé linh vuc buu
chinh, vién thong, tan s6 vo tuyén dién,
CNTT va giao dich dién tt... da dugc trién
khai va bao dam céc noi dung sau:

Thit nhat, vé nguyén tdc quan ly: Ludt
CNTT nam 2006 da dua ra cic nguyén tac

Tap chi Quan ly nha nuéc - S6 320 (9/2022)

ting dung CNTT trong hoat dong cua co
quan nha nudc. Cac nguyén tic vé bao dam
an toan thong tin, nguyén tac bao vé an ninh
mang duoc xac dinh tai Diéu 4 Ludt ATTTM
nam 2015, Diéu 4 Ludt An ninh mang nam
2018. Qua do, c6 thé xac dinh mot s6 nguyén
tdc chu dao trong quan ly thong tin trén
MXH ¢ Viét Nam.

Thit hai, chii thé c6 tham quyén quan ly
noi dung thong tin trén MXH: Nghi dinh so
132/2013/ND-CP ngay 16/10/2013 cua
Chinh phu quy dinh chiic nang, nhiém vy,
quyén han va co cdu t6 chiic ciia Bo Thong
tin va Truyén thong (TTTT), trong d6 Diéu 1
quy dinh B6 TTTT la dau mai thuc hién chtic
ndng quan ly nha nuoc vé TTDT trong d6 co
MXH. Céc bg, nhu: B Quoc phong, Bo Cong
an, Bo Gido duc va bao tao, B6 Lao dong -
Thuong binh va Xa hoi, B Tai chinh cung
cac co quan ngang bo trong pham vi nhiém
vy, quyén han ctia minh c6 trach nhiém
quan Iy ATTTM, bao dam an ninh mang ctia
nganh minh va phai hop v6i Bo TTTT thuc
hién quan ly nha nudc vé ATTTM (Diéu 52
Luat ATTTM nam 2015 va Diéu 30, 36, 40
Ludt An ninh mang nam 2018).

Thit ba, quyén va trach nhiém cia cdc
chti thé lién quan dén théng tin trén MXH:
cu thé, voi ATTTM, Luiat ATTTM nam 2015
quy dinh cu thé vé chinh séch ctia Nha nuéc
(Diéu 5), trong d6 c6 quy dinh Nha nudc co
trach nhi¢m ddy manh dao tao, phét trién
nguon nhan luc va xay dung co sé ha tang, ky
thuat; bao dam moi truong canh tranh lanh
manh trong hoat dong kinh doanh san
phdm, dich vu ATTTM; khuyén khich, tao
diéu kién cho t6 chtic, ca nhan tham gia dau
tu, nghién ctu, phat trién va cung cdp san
phdm, dich vu ATTTM va Nha nudc bo tri
kinh phi dé bao dam ATTTM ctia co quan
nha nuoc va ATTTM cho hé thong thong tin
quan trong qudc gia.

Bén canh trach nhiém cuaa cht thé cé
thdm quyén, phép luat hién hanh quy dinh
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ca trdch nhiém cta cac cht thé khac nhu quy
dinh tai Diéu 15 Luat ATTTM nam
2015.Trach nhiém cta céc chu thé thu thap,
xttly va stt dung thong tin ca nhan ctia nguoi
khac duoc quy dinh tai Diéu 21. Nghi dinh s6
72/2013/ND-CP ctng quy dinh cu thé t6
chtic, cd nhan phai chiu trach nhiém theo
quy dinh ctia phép luat vé cac thong tin ma
minh luu tri, truyén dua, cung cdp hoac
phat tdn trén mang.

Thi tu, quy dinh cdc thong tin bi cdm
trén MXH: dugc quy dinh cu thé trong Ludt
Bdo chi nam 2016, quy dinh 13 hanh vi bi
nghiém cdm lién quan dén dang phét thong
tin (Diéu 9); Ludt Xudt ban nam 2012 quy
dinh 10 noi dung va hanh vi bi cdm trong
hoat dong xudt ban (Diéu 10); Luat CNTT
nam 2006 quy dinh cac hanh vi bi nghiém
cam (Diéu 12); Luat ATTTM nam 2015 (Diéu
7); Ludt An ninh mangnam 2018 (Diéu 8) dé
quy dinh cac hanh vi bi nghiém cdm vé an
ninh mang; Luat Tiép can thong tin nam
2016 ctng quy dinh c6 4 hanh vi bi nghiém
cdm Ve tiép can thong tin. Dac biét, Bo luat
Hinh sy nam 2015 (stta doi, bo sung nam
2017) da quy dinh vé toi pham va hinh phat
lién quan dén hanh vi pham tdi lién quan
truc ti€p dén hinh thiic san xudt, cung cap,
luu trt, st dung thong tin trén mang. Cac
hanh vi bi cdm con dugc quy dinh trong Ludt
CNTTnam 2006, Luat Vién thong nam 2009,
Luat Thuong mai nam 2022, Ludt Giao dich
dién tir nam 2005... va mot so nghi dinh,
thong tu khac.

Hé thong nhiing quy dinh “cdm” lién
quan dén cédc thao téc voi thong tin trén
MXH duoc ti€p can kha da dién, la can thiét
nhdm ngan chén céc hanh vi xam hai dén
quyeén tido ngdn luan, an toan thong tin, an
ninh mang, trat tu xa hoi, kich dong bao luc,
toi pham, tuyén truyén 16i song doi truy, bi
mat doi tw, bi mat nha nuoc, quyén con
nguoi, loi ich chinh dang ctia cong dong.
Nhing quy dinh do, vé tong thé, ciing la su

gi6i han can c6 cia Nha nuoc véi viéc bao
dam tu do trén mang xa trong tuwong quan
voi cac loi ich khéc. Viéc kiém tra, giam sét
dé bao dam tinh hop phép, phu hop noi
dung thong tin trén MXH cta Nha nudc dé
bao vé nhitng nhém ddi tugng thu huong
cac thong tin lien quan dén khong gian
mang 1a hop ly, dién hinh nhu quy dinh
riéng ve viéc bao ve tré em trén khong gian
mang tai Diéu 30 Ludt An ninh mang.

Thi nam, quy dinh xit Iy vi pham phdp
luat: tai Diéu 77 Ludt CNTT nam 2006 va
biéu 8 Ludat ATTTM nam 2015 quy dinh:
"Nguoi nao c6 hanh vi vi pham quy dinh ctua
Luat nay thi tuy theo tinh chat, mic do vi
pham ma bi xt ly ky luat, xt phat vi pham
hanh chinh hodc bi truy ctru trach nhiém
hinh sy; néu gay thiét hai thi phai boi thuong
theo quy dinh cta phép luat”. Trong B¢ luat
Hinh sirhién hanh quy dinh viéc dua hodc stt
dung trai phép thong tin mang mdy tinh,
mang vién thong 1a mot toi pham (Di€u 288).
Bén canh do, Ludt An ninh mang ndm 2018
danh Chuong I1I d€ quy dinh vé phong ngira,
xttly hanh vi xdm pham an ninh mang. Theo
do, luc Iwong chuyén trach bao vé an ninh
mang va co quan c6 tham quyén ap dung
bién phédp ngdn chédn kip thoi tham chi la
dinh chi hoat dong néu cac thong tin gay anh
huong nghiém trong dén doi song xa hoi.

3. Mot sd bat cap trong quy dinh ctia
phép luat

Mac du, cong tac xay dung hé thong cac
quy pham phdp luat da dugc thic ddy, song
van con nhiéu han ché, bat cip. Cu thé la:

(1) Chura c6 VBQPPL diéu chinh riéng ve
noi dung thong tin ctia cia MXH. M0t s6 van
ban phap luat nhu da néu ¢ trén, cht yéu tap
trung vao nhiém vu quan ly ctia ting linh virc
don 1€, chi dé cap mot s6 quy dinh rat chung
chung vé ndi dung thong tin, chwa day dua va
bao quat hét cac linh vuc, khia canh thudc vé
ban chat cta thong tin, noi dung thong tin,
céc sdc thdi phap luat ctia timg loai thong tin
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nén chua bao dam duogc tinh khach quan,
trung thuc va van héa ctia noi dung thong
tin, gady anh hudng dén an ninh quac gia, trat
tu an toan xa hoi, dao dtc truyén théng trén
khong gian mang. Diéu nay cho thdy, phap
luat vé quan ly nha nuéc déi voi thong tin
trén mang no6i chung, hién nay van cén ct
cht yéu vao Nghi dinh s6 72/2013/ND-CP.
Nhung pham vi ciia Nghi dinh nay rat rong,
bao gom ca thong tin trén MXH dén tro choi
dién ti, st dung dich vu internet.

(2) Chua c6 su thong nhét trong quy dinh
phap luat vé cac hanh vi bj cdm dang tai trén
khong gian MXH; cac quy dinh phép luat con
quy dinh tan man hay chi & dang nguyén téc.
Nhin chung, céc quy dinh ctia Ludt An ninh
mang, Ludt ATTTM va Nghi dinh so6
27/2018/ND-CP (biéu 5) tuy c6 st dong nhat
vé mat noi dung nhung ngi ham phép ly van
c6 nhiing mau thudn nhat dinh. Néu khong
co su giai thich chi tiét thi trong qué trinh
thuc thi nhiém vu ctia céc cht thé quan ly rat
dé lam quyén khi xdc dinh ndi ham ctia cac
khai niém d6 va cac truong hop lién quan.

(3) Chua c6 cac quy dinh phép luat vée
thiét lap va van hanh hé thong theo doi, giam
sat, phat hién, phan tich thong tin vi pham
trén moi truong mang dé canh bao, du bao
cac tinh huong phét sinh c6 thé xay ra do
viéc phat tdn cac thong tin xdu doc (thong tin
kéu goi bi€u tinh, khiing bo...) trén céc trang
MXH cting nhu trén cdc trang thong tin dién
ti tong hop.

Tuy da c6 quy dinh vé viéc cung cap
thong tin that cta ca nhan khi dang ky tro
thanh thanh vién ctia MXH nhung quy dinh
nay chua dugc thuc thi mot cach triét dé.
Theo diém a khoan 2 Diéu 26 Luit An ninh
mang nam 2018, mot trong nhing trach
nhiém cta cdc nha cung cap dich vu MXH la
phai bao dam chi nhiing nguoi da cung cap
day du, chinh xdc thong tin nguoi dung thi
moi dugc thiét 1ap trang thong tin dién tit cd
nhan hodc cung cap thong tin trén MXH. Dé
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ap dung dugc quy dinh nay trén thuc té thi
can phai c6 su phoi hop gitta doanh nghiép
cung cdp dich vu MXH va co quan nha nuéc
nhdm kiém tra tinh xéc thuc cta thong tin
nhu ho va tén, s6 chiing minh nhan dan/s6
thé cdn cudc cong dan... Néu khong thuc
hién duoc diéu nay thi quy dinh trén van chi
1a trén ly thuyét.

(4) Cac quy dinh cua Ludt An ninh mang
va du thao Nghi dinh quy dinh chi tiét mot
s6 diéu ctia Ludt An ninh mang cho thiy, su
uu tién tir thdm quyén, quy mo, dén kinh phi
duy tri hoat dong cho lugng chuyén trach
ctia Nha nudc trong bao vé an ninh mang...
trong khi do, viéc bao vé cac quyén riéng tu,
bao vé su an ninh lién quan dén tit ca cac
quyén con nguoi ngoai tuyén cling nhu truc
tuyén lai hau nhu chua duge dé cap. Viéc bao
vé an ninh, an toan cho cong dan trudc
nhting bat cap do khong gian ky thuat so
mang lai gan nhu dé tréng. Cac cht thé co
thdm quyén lién quan dén bao vé an ninh
mang hau hét la cac co quan nha nuéc ma
khong dé cap dén vai tro ctia cac bén lién
quan v6i vi thé 1a nhiing chti thé tham gia,
gidm sat va phan bién hitu hiéu doi voi viéc
bao vé, bao dam cac quyén con nguoi trong
tuong quan voi gioi han tw do internet dé bao
vé quyén con nguoi nhu cac quy dinh ctia
phap luat nhan quyén qudc té.

Ché tai xtt phat con chua du stc ran de.
Hé thong VBQPPL hién hanh ¢ nudc ta chua
quy dinh cu thé hinh thtc, bién phap thu
thap chiing ctt titnguon ditliéu dién ti... gay
nhiéu kho khan cho viéc cting c6 ching ct,
ching minh hanh vi st dung khong gian
mang dé pham t6i va pham t6i trén mang
cta doi tugng dé xtt Iy theo quy dinh cua
phdp luat. Xuat hién tinh trang bién MXH
thanh “bdo dién ti” nhung viéc ap dung ché
tai khong thong nhat.

(5) Phap luat hién hanh méi diéu chinh
nhom thong tin trén loai MXH do doanh
nghiép trong nuéc (dugc Bo TTTT cap phép
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hoat dong) ma chua diéu chinh déi véi cac
MXH do doanh nghiép nuéc ngoai cung cap
mang tinh da va xuyén quoc gia. Day la mot
khoang trong I6n anh huéng dén hiéu qua
quan ly. Vi déi tuong vi pham la chu thé
khong xac dinh va hanh vi vi pham dugc
thuc hién trén MXH nudc ngoai nén viéc xtt
ly hanh vi vi pham d6 chi dugc thuc hién vé
phuong dién ky thuat ma khong cé bat ky
ché tai nao doi voi chu thé do.

4. Dé xudt cac giai phéap

Mot 13, can c6 mot VBQPPL diéu chinh
riéng vé ndi dung ctia cdc thong tin trén
MXH.

Phap luat vé quan ly, cung cap, stt dung
dich vu internet va thong tin trén mang hién
nay can phai khac phuc tinh trang nay, bang
cach xay dung mot VBQPPL diéu chinh
riéng, thong nhdt vé cac ngi dung thong tin
trén mang, nhuxay dung Luat quan ly thong
tin trén mang.

Hai la, x4c dinh r6 rang, chi ti€t cac hanh
vi bi cam trong hoat dong cung cép, stt dung
thong tin trén MXH. Hién nay dang c6 qua
nhiéu diéu quy dinh vé hanh vi bi cdm khac
nhau, tao ra cam gidc cdm doan nang né co
thé can tré nguoi dan thuc hién quyén tu do
thong tin, tw do ngon luan. Trudc mdt, can
stta d6i Diéu 7 Luat ATTTM ndam 2015 vé cac
hanh vi bi nghiém cam trong qua trinh stt
dung mang, bao dam su thong nhat voi quy
dinh ctia Diéu 16, 17, 18 Ludt An ninh mang
nam 2018.

Can xac dinh cac noi dung bi cam, cu thé
la: céac noi dung thong tin gay phuong hai
dén an ninh qudc gia, trat ty, an toan xa hoi;
cac ndi dung thong tin gay phuong hai cho
cong cudc bao vé hoa binh, bao vé cac gia tri
chung ctia nhan loai, cdc n6i dung thong tin
tuyén truyén chién tranh xam lugc, khiing
bd, gay han thli, mau thuan gita cdc dan toc,
sac toc, ton gido; cac ndi dung thong tin gay
phuong hai dén van hoa truyén thong va cac
dinh huéng xay dung van héa; cac noi dung

thong tin gdy phuong hai dén an ninh kinh
té; cac noi dung thong tin xam hai dén an
ninh, doi tu cd nhan, dao dtc, nhan phdm
con nguoi; cdc ndi dung thong tin gay
phuong hai cho danh du cta céc thé ché
cong, cac biéu tuong ctia chinh quyén va
quan chtic chinh quyén; cac noi dung thong
tin xam hai dén quyén s& htwu tri tué.

Ba Ia, hop tac voi nhiing MXH xuyén bién
gioi nham xay dung cdc bién phép can thiét
nhdm bao vé an ninh trén MXH khi co quan
c6 tham quyeén tai quoc gia s tai c6 co sd dé
ap dung. Dieu nay khong chi duy tri moi
quan hé gitta cic bén ma con tdng cuong kha
nang chon loc va phét thong tin cting nhu dé
cao trach nhiém. Theo d6, t6 chiic, doanh
nghiép thiét 1ap MXH phai c6 it nhdt mot hé
thong mdy chu dat tai Viét Nam dap ting viéc
thanh tra, kiém tra, Iuu trtt, cung cap thong
tin theo yéu cau ctia co quan quan ly nha
nudc ¢6 thdm quyén va giai quyét khiéu nai
cta khach hang dai voi viéc cung cép dich vu
theo quy dinh ctia Bo TTTTO]
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