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TANG CUONG HOP TAC QUO( TE TRONG DIEU TRA
T0I PHAM SU DUNG KHONG GIAN MANG
XAM PHAM AN NINH QUOC GIA

NGUYEN TIEN PHUONG"

Hop tdc quéc t€ trong diéu tra toi pham sit dung khéng gian mang xim pham an ninh quéc
gia Ia mot gidi phdp rét quan trong, gép phin bdo vé an ninh quéc gia trong tinh hinh méi.
Thoi gian qua, ndi dung ndy di duogc quan tim, tuy nhién, hiéu qua dat dugc con khiém tén
bdi ca nguyén nhan khdch quan va chii quan. Bai viét dua ra mét so gidi phdp nham tang
cuong hop tdc quoc té trong diéu tra toi pham sir dung khéng gian mang xAm pham an ninh
qudc gia ctia Co quan An ninh diéu tra B Céng an Viét Nam.

Tirkhéa: Hop téc quoc té; khong gian mang; xam pham an ninh quac gia; diéu tra toi pham.
International cooperation in investigating crimes using cyberspace to violate national
security is a very important solution, contributing to protecting national security in the new
situation. Over the past time, this content has been paid special attention, however, the
effectiveness is modest due to both objective and subjective reasons. The article proposes a
number of solutions to strengthen international cooperation in cybercrime investigation of
the Security Investigation Agency of the Ministry of Public Security of Vietnam.
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1. Ti pham st dung khong gian mang
xam pham an ninh quéc gia

Toi pham st dung khong gian mang xam
pham an ninh quoc gia la hanh vi ddc biét
nguy hiém cho xa hoi, do nguoi c6 nang luc
trach nhiém hinh su thuc hién mot cach co
y bang viéc st dung khong gian mang xam
pham dén su ton tai 6n dinh va phat trién
vitng manh ctia an ninh quoc gia duogc quy
dinh trong B¢ Iudt Hinh suva bi xtt ly bang
hinh phat. Khong thé pht nhan nhiing lgi

ich ma khong gian mang dem lai cho doi
song xa hoi hién dai ngay nay, véi s6 luong
nguoi st dung rat lom, khong gian mang tro
thanh manh ddt mau m& dé toi pham st
dung cong nghé cao, tdi pham st dung
khong gian mang xam pham an ninh quéc
gia triét dé khai thac. Phuong thiec hoat dong
cta toi pham nay thay doi tir cac phuong
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phap truyen thong sang st dung céc 1¢i thé,
uu diém cta khong gian mang dé chong pha.
Xét vé ban chat, tgi pham st dung khong
gian mang xam pham an ninh qudc gia cé
day du céc dédc diém cua céc loai tdi pham
truyén thong khéc, 1a nhitng hanh vi nguy
hiém cho xa hoi va cé 4 yéu t6 cdu thanh
(khéch thé, mat khach quan, chu thé va mat
cht quan cta t6i pham).

Mot 14, vé khach thé ctia toi pham st
dung khong gian mang xam pham an ninh
quoc gia. Dé thuc hién cac hanh vi pham t6i
trén khong gian mang, tht pham st dung
thiét bi ky thuat s6 va mang mdy tinh lam
cong cu xam pham dén sy 6n dinh va phat
trién bén ving ctia an ninh qudéc gia, xam
pham lgi ich cia Nha nudc (la loai toi pham
khong bién gidi, c thé & nudc ngoai dé thuc
hién hanh vi pham t6i). Day la khach thé vo
cung quan trong va lién quan dén cac loai toi
pham truyén thong, nhung da st dung cac
thanh tyu cta cong nghé thong tin dé thuc
hién hanh vi pham t¢i. Véi su tro gitp ctia
khoa hoc - ky thuat, loai toi pham nay c6 thé
gay ra nhting thiét hai rdt nghiém trong va
ddc biét nghiém trong.

Hai Ia, vé chti thé cta toi pham st dung
khong gian mang xadm pham an ninh quéc
gia. Tuong tu tdi pham “truyen thong” khac,
la nhiing nguoi & do tudi c6 di nang luc
trach nhiém hinh su. Bé luat Hinh sirndm
2015 (stra doi, bo sung nam 2021) quy dinh,
chu thé la cong dan Viét Nam, nguoi nude
ngoai, nguoi khong c6 quac tich tir dt 16 tuoi
tréd'1én, c6 nang luc trach nhiém hinh su. Doi
voi loai toi pham nay, cht thé thuong la
nhting nguoi cd hiéu biét vé cong nghé thong
tin, st dung thanh thao mdy vi tinh va lgi
dung su hiéu biét nay dé thuc hién hanh vi
pham t6i va che giau toi pham.

Ba Ia, vé mat khach quan ctia toi pham st
dung khong gian mang xam pham an ninh
quoc gia. Cac hanh vi ctia loai tdi pham nay
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hét sttc da dang va phtic tap; né phat trién,
thay doi khong ngling cung véi su phét trién
cua cong nghé thong tin va vién thong.

Bon Ia, vé mat cht quan ctia toi pham st
dung khong gian mang xam pham an ninh
quoc gia. Theo quy dinh ctia Bo Iudt Hinh su
nam 2015 (stta do6i, b6 sung nam 2017), toi
pham st dung khong gian mang xdm pham
an ninh qudc gia dugc thuc hién do 16i co y.
Cac yéu to vé dong co, muc dich pham tdi la
dau hiéu bat buoc.

2. Mot s6 hanh vi st dung khong gian
mang xam pham an ninh quéc gia thoi
gian qua

(1) Tuyén truyén pha hoai tu tuéng trén
khong gian mang: lya chon céc thoi diém
chinh tri nhay cam dé mo céc chién dich
tuyén truyén pha hoai noi by trén khong
gian mang; pha tron thong tin that gia lan
10n; tan phat cac dia chi lién két dén céc bai
viét c6 noi dung bdi nho lanh dao Dang, Nha
nuoc; phat dong chién dich van dong gui
kién nghi, lay y ki€én Nhan dan dé gay stic ép
v6i chinh quyén vé dan chti, nhan quyén va
xay dung phép luat nham muc dich ha uy tin
céc dong chi lanh dao Dang, Nha nudc; tac
dong gay stic ép doi chinh quyén “tra ty do”
cho céc doi twong chong doi trong nudc co
hanh vi vi pham phap luat, da bi bat va dang
trong giai doan diéu tra hodc chap hanh hinh
phat tU; tdc dong, gay anh huéng, chong pha
qua trinh xay dung phap luat & Viét Nam,; tac
dong, chong pha nhiing chinh sach, quyét
sach ctia bang, Nha nuéc; lgi dung so ho
trong quan ly cac trang mang tén mién qudc
gia dé phat tan noi dung phan dong; long
ghép nodi dung tuyén truyén phd hoai tu
tuong trong cac cudc thi c6 thuong trén
khong gian mang; loi dung tinh ndc danh
cta khong gian mang, st dung cidc phan
meém bao mat dé tranh sy phat hién ctia luc
luong Cong an; loi dung tinh hinh dich bénh
dé tuyén truyen chong bang, Nha nudc.
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(2) Phat trién luc lugng vao trong nudc
cta cac t6 chiecc phan dong luwu vong nguoi
Viét trén khong gian mang: stt dung internet
tuyén truyén veé t6 chiic két hop voi cac luan
diéu chién tranh tam ly tdc dong tu twong dé
thu hut, 16i kéo nguoi vao to chic; st dung
khong gian mang dé tim chon, phéat hién dau
moi du tuyén, thong qua cac hinh thtc, tha
doan, nhu: xay dung, tham nhép cac dién
dan, mang xa hoi dé phat hién dau moi du
tuyén; phat hién, cham chon dau moi du
tuyén trong so6 nhiig nguoi chu dong lién
lac v6i t0 chiic phan dong luu vong; st dung
khong gian mang dé lién lac, m6c noi, huan
luyén va chi dao co sé trong nudc.

(3) Tap hop luc lugng, hinh thanh t6 chiic
chinh tri doi lap trén khong gian mang:
thong qua cac website, blog, dién dan, mang
xa hoi dé tap hop luc luong; cong khai thanh
lap céc to chic, “phong trao” doi lap trén
khong gian mang dé tap hop luc luong.

(4) Kich dong tap trung dong nguoi, pha
ro6i an ninh, gay bao loan trén khong gian
mang: lgi dung long yéu nudc, tam ly biac xtc
ctia Nhan dan dai voi cac van dé noilén trong
xa hoi dé kich dong biéu tinh tréi phép luat;
st dung nhiéu thti doan tuyén truyén tinh vi
va triét dé khai thac cac uu thé€ caa internet
deé 16i kéo, tap hop luc lwong tham gia biéu
tinh; thong qua cac cudc biéu tinh dé tim
chon, xay dung “ngon c0” va tao dung, xac
lap anh huong doi véi mot bo phan quan
chting; t6 chtic truyén tai truc ti€p dién bién
cdc cudc tu tap dong nguoi 1én internet dé
khuéch truong thanh thé, 16i kéo, kich dong
nguoi tham gia va xuyén tac, vu cdo khi bi luc
lugng chiic nang tran 4p; tim cach duy tri dé
tap hop luc lugng, tao tinh trang bat 6n vé an
ninh trat tu trong nuoc; stt dung nhiéu phan
meém chuyén dung dé tuyén truyén, kich
dong biéu tinh; biéu tinh mang (hay “biéu
tinh 40”).

(5) Hoat dong tinh béo, gidn diép; 19, lot
bi mat nha nudc trén khong gian mang: hoat

dong thu thap thong tin tinh bdo trén khong
gian mang; hoat dong moc noi, tuyén lua,
lién lac gidn diép trén khong gian mang; hoat
donglam 19, mat bi mat nha nuoc trén khong
gian mang; hoat dong tan cong mang, khiing
bd mang.

3. Giai phap tang cudng hop tic qudc té
trong diéu tra toi pham sir dung khong gian
mang xdm pham an ninh quéc gia

Dang va Nha nudc ¢ nhiéu van ban de
cap dén van dé bao vé an ninh qudc gia trén
co s ndi dung ve cac nguy co, bién phap bao
dam an toan, an ninh, bao vé bi mat quoc gia
trén khong gian mang, nhu: Nghi quyét so
29-NQ/TW ngay 25/7/2018 cua B Chinh tri
vé Chién lugc bao vé T quoc trén khong
gian mang; Nghi quyét s6 30-NQ/TW ngay
25/7/2018 ctia BO Chinh tri vé Chién luoc an
ninh mang qudc gia; Ludt An toan thong tin
mang nam 2015; Ludt An ninh mang nam
2018 da tung budc thé ché hoa cac chu
truong, duong 16i, chinh sach ctia bang va
Nha nudc vé an toan thong tin, dap tng yéu
cau phat trién bén viing kinh té - xa hoi, bao
vé thong tin va bao vé hé thong thong tin,
gop phan bao vé an ninh quoc gia, bao dam
trat tw an toan xa hoi trén khong gian mang.
Céc nghi quyét, chi thi ciia BDang va cac van
ban quy pham phép luat ctia Nha nudc déu
thong nhit quan diém chi dao vé bao dam
an toan, an ninh thong tin va bao vé an ninh
quoc gia trén khong gian mang.

Nhiing nam qua, & cdp do toan cau, Viét
Nam da chu dong tham gia vao céc qud trinh
thao luan vé van dé khong gian mang va an
ninh mang, trong dé c6 ndi dung ddu tranh
phong, chong toi pham st dung khong gian
mang xam pham an ninh qudc gia tai cac
dién dan da phuong quac t€, nhat la tai Lién
hiép quoc. Cht dong tham gia trao doi, thao
luan tai cac dién dan & kénh hoc gia quoc té
vé van dé nay, tranh thu chia sé quan diém
cua Viét Nam vé bao vé an ninh qudc gia trén
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khong gian mang. 0] cdp do khu vuc, Viét
Nam da timg budc long ghép & mic do phu
hop vao cac co ché hop tac khu vuc, nhit 1a
ASEAN, thong qua cdc hoat dong thuc té,
tang cuong hop tac, dién tap quoc té vé
phong, chong t6i tdn cong mang cling nhu
diéu tra, truy tim nguon goc tdn cong mang,
nhitng hanh vi xdm pham an ninh quoc gia.
Tranh thti nguon luc tir céc co ché hop tac
khu virc ma Viét Nam tham gia dé thac day
viéc dao tao, nang cao trinh do doi voi doi
ng can b9, chién si thudc Co quan An ninh
diéu tra trong di€u tra cdc vu an va kinh
nghiém bao vé an ninh quoc gia trén khong
gian mang.

Mdc du da tich cuc, cht dong trién khai
hop tdc quoc té€ trong dau tranh phong,
chong toi pham st dung khong gian mang
xam pham an ninh quéc gia nhung thuc
trang tdi pham st dung khong gian mang
xam pham an ninh quoc gia & Viét Nam dang
dién bién ngay mot tinh vi, rdt phtc tap va
nguy hiém. Do vay, viéc ddy manh hop tac
quac té trong dieu tra doi voi loai toi pham
nay la van dé cap bach.

Dé nang cao hiéu qua hop tac quoc té
trong diéu tra toi pham st dung khong gian
mang xam pham an ninh quéc gia ctia Co
quan An ninh diéu tra Bo Cong an, can thuc
hién mot so giai phdp co ban sau:

Thit nhat, b6 sung, hoan thién hé thong
phép luat, co ché, chinh sach vé hop tac
quoc té trong bao dam an toan, an ninh
mang va diéu tra toi pham st dung khong
gian mang xam pham an ninh qudc gia.

Hé thong phap luat, co ché, chinh séch
veé hop tac quadc té trong bao dam an toan, an
ninh mang va phong, chong chién tranh
thong tin, khong gian mang la hanh lang
phép ly dé trién khai hgp tdc qudc té bao vé
an ninh quoc gia trén khong gian mang hiéu
qua. Hién nay, tuy da duoc thé hién kha day
du dé cac ban, b9, nganh, dia phuong trién
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khai cdc hoat dong hop tac, song riéng an
ninh mang lién quan dén nhiéu quaoc gia, vi
vay, can tiép tuc hoan thién, bo sung hé
thong phdp luat, co ché, chinh sdch dua trén
luat phép, thonglé qudc t€, phu hop véi dieu
kién dac thu caa Viét Nam, bao dam hoat
dong hop tac quoc té hiéu qua. Theo do, tiép
tuc xay dung, hoan thién cac van ban quan
ly chat ché mang internet, vién thong, truyén
hinh va céc dich vy, thong tin dién tt, mang
xa hoi trén internet phtt hgp véi diéu kién
thyc t€ Viét Nam va xu thé qudc té. Quan ly
cac doanh nghiép nudc ngoai khi cung cép
dich vy, n¢i dung thong tin trén khong gian
mang phai tuan tha phap luat, lgi ich, cha
quyén qudc gia ctia Viét Nam, quyén loi hop
phép ctia t6 chtic, cd nhan dang hoat dong
trén lanh tho Viét Nam va phut hgp véi thong
1é qudc té, cam két qudc té va chiéu huéng
hoi nhap ctia nudc ta.

Thit hai, nang cao nhan thtc, nang luc,
kién thiic vé phap luat qudc t€, ngoai ngit va
tin hoc cho cén b9, chién si Co quan An ninh
diéu tra Bo Cong an.

Néang cao nhan thic va ndng luc hop tac
quéc té trong diéu tra tdi pham st dung
khong gian mang xam pham an ninh quéc
gia cho can bo, chién si can quan triét, ndm
viing cdc quan diém chi dao ctia Dang, Nha
nudc vé phat trién khoa hoc - cong nghé va
Chién lugc bao vé T6 quoc trong tinh hinh
moi, cdc dinh huong hanh dong, chinh séch
doéi ngoai ctia Viét Nam trong bao vé an ninh
quoc gia trén khong gian mang. D4y manh
doi moi chuong trinh, noi dung dao tao, tap
hudn nang cao trinh do moi mat cho cén bo,
chién si trong viéc nhan thiec, nam bat xu thé
phét trién ctia cudc cdch mang cong nghiép
lan thi tu, trong d6 nhan manh viéc trang bi
céc kién thtic ky nang thuc tién, trinh do
ngoai ngtt va kha ndng lam viéc trong moi
truong quoc té dé gitp can bo, chién si co
kha ndng ndm bat, 1am chu cac thanh tyu
khoa hoc - cong nghé, dac biét la khoa hoc
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vé mady tinh, mang internet, cic cong nghé
thong tin lién lac.

Thur ba, tiép tuc nghién ctru, hoan thién co
s phép ly hop tac quoc té, chia sé kinh
nghiém trong diéu tra toi pham st dung
khong gian mang xam pham an ninh qudc gia.

Tang cuong hop tdc, chia se kinh nghiém
trong diéu tra toi pham st dung khong gian
mang xam pham an ninh quoc gia 1a noi
dung quan trong dé tang cuong hop tac quoc
t€. Co quan An ninh diéu tra can tich cuc
tham muu, ing ho qua trinh xay dung cong
udc quoc té vé an ninh mang va cong tac tac
phai hop trong diéu tra toi pham c6 t6 chiic
xuyén quoc gia. Cha dong va tich cuc tham
gia cac khuon kho hop tac song phuong va
da phuong, céc t0 chtic hiép hoi thuc thi
phép luat quoc té, nhu: Interpol, Aseanapol,
co quan vé phong, chong toi pham Lién hiép
quoc (UNODC),... Ngoai ra, can tan dung toi
da su gitip do ctia ban be qudc té trong viéc
hop tdc chuyén giao cong nghé phong,
chong t6i pham; két hop v6i canh sét cac
nudc trong viéc trao doi thong tin, kién thiic
vé khoa hoc - cong nghé, ky nang st dung
cac phuong tién ky thuat.

Thit tu, can cht dong hop tac quoc té khi
xudt hién cac tinh huéng diéu tra trong qua
trinh di€u tra tgi pham sit dung khong gian
mang xam pham an ninh quoc gia.

Do tinh chat loai tdi pham nay cting nhu
subung nd, phat trién ctia khoa hoc va cong
nghé, trong d6 c6 khong gian mang, loai toi
pham nay con ti€p tuc dién bién phtic tap
v6i nhiéu phuong thic, thtt doan méi. Do
do, viéc phong, chong toi pham va diéu tra
tdi pham nay sé phai duoc duy tri va day
manh. Trong qua trinh khéi t6, diéu tra
nhiéu vu an loai nay, viéc du liéu vu an nao
can hop tac quoc té trong diéu tra la van de
can thiét va cé y nghia quan trong dé bao
dam tién do dieu tra ciing nhu két qua diéu
tra dat hiéu qua cao, cac van dé diéu tra
duoc giai quyét triét dé nhat.

Thi nam, thuong xuyén lam tot cong tac
tong két dieu tra toi pham st dung khong
gian mang xam pham an ninh qudc gia,
trong do coi trong duc rat nhiing bai hoc
kinh nghiém c6 lién quan dén hop tdc quoc
té trong diéu tra loai toi pham nay.

biéu tra téi pham st dung khong gian
mang xam pham an ninh quéc gia la mot
linh vuc diéu tra méi va doi hoi can di sau
tong két, duc rat kinh nghiém. Do dé, viéc
lya chon nhiing vu &n 16n, dién hinh dé tién
hanh tong két, rat ra nhiing kinh nghiém
thanh cong, chua thanh cong va dua ra
nhtng bai hoc kinh nghiém.

4. Két luén

V6i vi tri, vai tro, chiic nang hét stic quan
trong, Co quan An ninh diéu tra Bo Cong an
c6 nhiéu diéu kién thuan loi trong viéc phoi
két hop véi cac co quan diéu tra trong va
ngoai lyc luong Cong an nhan dan cting nhuw
voi cdc to chiic quoc t€ vé phong, chong toi
pham néi chung, tdi pham stt dung khong
gian mang xam pham an ninh qudc gia n6i
riéng. Vivay, viéc hop téc chdt ché voi cac co
quan di€u tra cling nhu céc t6 chtic qudc té
va tranh thi duoc cac du an ctia cac to chitc
quoc t&€ phuc vu cong tac dieu tra toi pham
stt dung khong gian mang xadm pham an
ninh qudc gia dé tap huan can bo va dao tao,
hoc tap chia sé kinh nghiém, boi duong cac
nguon lyc sé gop phan mang lai hiéu qua
hon cho hoat dong ctia Co quan An ninh
diéu tra Bo Cong an(J
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