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AP DUNG PHAP LUAT TRONG DIEU TRA TOI PHAM
S DUNG KHONG GLAN MANG XAM PHAM AN NINH QUOC GLA

NGUYEN TIEN PHUONG"

Ap dung phép luat trong hoat dong diéu tra toi pham sir dung khong gian mang xdim pham
an ninh qudc gia la mét ndi dung méi, c6 nhiéu diém bét c4p. Tuy nhién, hién nay con c6 rat
nhiéu cdch hiéu khdc nhau va chira théng nh4t vé khong gian mang néi chung va dp dung
phdp luit trong diéu tra toi pham stz dung khong gian mang xdm pham an ninh quéc gia ctia
co quan An ninh diéu tra B6 Cong an néi riéng. Bai viét ban ludn vé viéc 4p dung phdp luat
trong diéu tra t6i pham sit dung khéng gian mang xim pham an ninh quéc gia do co quan
An ninh diéu tra B) Cong an thu ly.

Tirkhéa: Khong gian mang; xim pham an ninh quoc gia; diéu tra toi pham; dp dung phap luat;
B¢ Cong an Viét Nam.

Applying the law in investigating crimes using cyberspace to violate national security is a
new content with many shortcomings. However, at present, there are various and inconsistent
interpretations of cyberspace in general and the application of the law in investigating
cybercrimes that threaten to violate national security of the Investigation Security Agency
of the Ministry of Public Security in particular. The article discusses the application of the
law in investigating crimes using cyberspace to violate national security, which the Investigation
Security Agency of the Ministry of Public Security handles.
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1. Mé dau

O'Viét Nam, hoat dong xam pham an ninh
qudc gia trén khong gian mang ngay cang tré
nén phtc tap. Diéu 2 muc 7 Ludt An ninh
mangndm 2018 giai thich “T¢i pham mangla
hanh vi stt dung khong gian mang, cong nghé
thong tin hodc phuong tién dién t dé thuc
hién t0i pham duoc quy dinh tai BY luat Hinh
st’. Thoi gian qua hang loat chién dich tuyén
truyén pha hoai tu tuong, pha hoai noi bo,
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kich dong biéu tinh gay rdi an ninh trat tw véi
nhiéu thti doan nham hiém lién tuc dién ra
trén khong gian mang, xam hai nghiém trong
dén an ninh, trat tu ctia dat nudc. Cac vu tdn
cong mang, gidn diép mang nham vao nudc
ta ngay cang gia tang vé quy mo, tinh chat va
mtc do nguy hiém. Tinh trang 19, lot bi mat
nha nudc trén khong gian mang dién bién
phtc tap.

* ThS, Truwong Cao diang An ninh nhan din [
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2. Toi pham st dung khong gian mang
xam pham an ninh qudc gia

Ttnhting loi ich ma khong gian mang dem
lai cho doi song xa hoi hién dai ngay nay. Voi
s0 lugng nguoi st dung rat lon, khong gian
mang tr¢ thanh manh ddt mau m& dé toi
pham stt dung cong nghé cao, trong do co toi
pham st dung khong gian mang xam pham an
ninh qudc gia triét dé khai thac. Co thé ké dén
mot s6 hanh vi stt dung khong gian mang xam
pham an ninh qudc gia thoi gian qua, gom:

Thit nhat, tuyén truyén pha hoai tu tuéng
trén khong gian mang. Lua chon cac thoi
diém chinh tri nhay cam dé mé& cac chién
dich tuyén truyén pha hoai ndi bo trén khong
gian mang; pha tron thong tin that gia lan
10n; phat dong chién dich van dong gt kién
nghi, 1ay y kién Nhan dan dé gay stc ép voi
chinh quyén vé dan cht, nhan quyén va xay
dung phap luat nham muc dich ha uy tin cac
dong chi lanh dao Pang, Nha nudc; long
ghép nodi dung tuyén truyén phd hoai tu
tuong trong cdc cudc thi c6 thuong trén
khong gian mang; loi dung tinh ndc danh ctia
khong gian mang, sit dung cac phan mém
bao mat dé tranh su phét hién cta lyc lugng
Cong an; loi dung tinh hinh dich bénh dé
tuyén truyén chong Pang, Nha nudc...

Thit hai, phét trién luc luong vao trong
nudc cta céc to chic phan dong luu vong
nguoi Viét trén khong gian mang. Sttdung in-
ternet tuyén truyén ve t6 chiic két hop voi cac
luan diéu chién tranh tam ly tdc dong tu
tudng dé thu ht, 16i kéo nguoi vao té chic;
thong qua cac hinh thic, thu doan, nhu: xay
dung, tham nhap céc dién dan, mang xa hoi
délién lac, m6c ndi, hudn luyén va chi dao co
sO trong nudc.

Thit ba, tap hop luc lugng, hinh thanh to
chtic chinh trj doi lap trén khong gian mang.
Thong qua cac website, blog, dién dan, mang
xa hoi dé tap hop luc lugng; cong khai thanh
lap céc t6 chic, “phong trao” doi lap trén
khong gian mang dé tap hop luc luong.

Thit tu, kich dong biéu tinh, phé roi an
ninh, gay bao loan trén khong gian mang. Stt

dung nhiéu thu doan tuyén truyén tinh vi va
triét dé€ khai thac cac wu thé ctia internet dé
16i kéo, tap hop luc lwong tham gia biéu tinh;
to chtic truyén truc ti€p dién bién céc cudc
biéu tinh lén internet dé khuéch truong thanh
thé, 16i kéo, kich dong nguoi tham gia va
xuyeén tac, vu cdo khi bi luc lvong chiic ndng
trdn ap; st dung nhiéu phan mém chuyén
dung dé tuyén truyén, kich dong bi€u tinh
(biéu tinh mang hay “biéu tinh 40”).

Thir ndm, hoat dong tinh bdo, gian di¢p,
hoat dong tdn cong mang, khtiing bd mang; 19,
lot bi mat nha nudc trén khong gian mang.

Xét vé ban chdt, toi pham st dung khong
gian mang xam pham an ninh qudc gia c6 day
dt céc ddc diém ctia cac loai toi pham truyén
thong khéc, do 1a nhiing hanh vi nguy hiém
cho xa hoi va c6 4 yéu té cau thanh (khach
thé, mat khach quan, chu thé va mat cha
quan cua toi pham):

(1) Vé khéch thé cda t¢i pham st dung
khong gian mang xam pham an ninh quéc
gia: dé thuc hién c4c hanh vi pham t6i trén
khong gian mang, thu pham st dung thiét bi
ky thuat s6 va mang mdy tinh lam cong cu
xam pham dén su 6n dinh va phat trién bén
viing cia an ninh qudc gia, xam pham loi ich
cta Nha nudc (1a loai t6i pham khong bién
gioi, co thé d nude ngoai dé thuc hién hanh vi
pham tdi). Day la khach thé vo cung quan
trong va lién quan dén céc loai t6i pham
truyén thong nhung da st dung cac thanh tuu
cta cong nghé thong tin dé thuc hién hanh vi
pham tdi. Véi su trg gitp cua khoa hoc ky
thuat, loai toi pham nay c6 thé gay ra nhiing
thiét hai rat nghiém trong va dac biét nghiém
trong, hau hét 1a cac t6i pham c6 cdu thanh
hinh thuec.

(2) Ve chu thé ctia toi pham st dung
khong gian mang xam pham an ninh quoc
gia: twong tu toi pham “truyén thong” khac, la
nhting nguoi & do tudi cé du nang luc trach
nhiém hinh su. Bo luat Hinh strnam 2015 (stta
doi, b6 sung nam 2017) quy dinh, chu thé 1a
cong dan Viét Nam, nguoi nudc ngoai, nguoi
khong cé qudc tich tir da 16 tudi tré 1én, co
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ndng lyc trdch nhiém hinh sy. D6i véi loai toi
pham nay, chu thé thuong 1a nhiing nguoi co
hiéu biét vé cong nghé thong tin, st dung
thanh thao may vi tinh va loi dung su hiéu biét
nay dé thuc hién hanh vi pham t6i va che giau
toi pham.

(3) Vé mat khach quan ctia toi pham st
dung khong gian mang xam pham an ninh
quoc gia, nhu ligt ké ¢ trén, cac hanh vi ctia
loai toi pham nay hét stic da dang va phtic tap.
Cac hanh vi nay ctng phat trién, thay doi
khong ngling cing v6i su phét trién ctia cong
nghé thong tin va vién thong.

(4) Vé mat chti quan ctia toi pham sttdung
khong gian mang xam pham an ninh quéc
gia. Theo quy dinh ctia B¢ Iudt Hinh sunam
2015 (stra doi, b6 sung nam 2017), toi pham
stt dung khong gian mang xam pham an ninh
qudc gia dugc thuc hién do 16i o y. Cac yéu
t0 ve dong co, muc dich pham t6i la dau hiéu
bét budc.

Nhu vay, t0i pham st dung khong gian
mang xam pham an ninh quoc gia la hanh vi
dac biét nguy hiém cho xa hoi, do nguoi co6
nang luc trach nhiém hinh sy thuc hién mot
céch co ¥ bang viéc stt dung khong gian mang
xam pham dén su ton tai 6n dinh va phat trién
vitng manh ctia an ninh quoc gia dugc quy
dinh trong B¢ Iudt Hinh suva bi xt ly bang
hinh phat.

3. Diéu tra t9i pham st dung khong gian
mang xam pham an ninh qudc gia

biéu trala hoat dong thu thap tin, tai liéu,
tinh hinh,... phan anh thuc t€ khach quan vé
mot td chiic, con nguoi, su viéc, hién tugng
hodc muc tiéu, dia ban, linh vuc bang cac
hinh thtc, bién phap chuyén mon cta ting
nganh. Trong cong tac cong an, dieu trala thu
thap tin phan anh su that vé t6 chtc, con
nguoi, viéc, hién tuong hodc muc tiéu, dia
ban, linh vuc phuc vu cong tac nghién ctru
nam tinh hinh vé an ninh chinh tri va trat tu
xa hoi, duoc tién hanh dudi hinh thiic cong
khai hodc bi mat, bang bién phap gian tiép
hodc truc tiép, trén pham vi rong (dién) hay
hep (diém)".
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biéu tra cac vu an xam pham an ninh
quoc gia la mot giai doan ctia qud trinh to
tung hinh sy, trong d6 Co quan An ninh diéu
tra va nhiing co quan dugc giao tién hanh mot
s6 hoat dong diéu tra &p dung moi bién phap
diéu tra do B¢ luat To tung hinh s quy dinh
nham thu thap ching ct chiing minh lam r6
cdc vu &n xam pham an ninh quéc gia. Vu an
xam pham an ninh qudc gia 1a nhiig vu viéc
c6 dau hiéu pham cac t6i pham xam pham an
ninh quoc gia dugc quy dinh tai Chuong XIII
B0 Iuat Hinh strnam 2015 (stta doi, bo sung
nam 2017), Co quan An ninh diéu ta da ra
quyét dinh khéi t6 vu an dé diéu tra, lam 1.

Hoat dong cda co quan diéu tra theo to
tung hinh sy, chiu s diéu chinh ctia Bg Iuat
T6 tung hinh su, nén khi tién hanh céc hoat
dong diéu tra, co quan an ninh diéu tra phai
tuan thu theo ding quy dinh ctia phép luat to
tung hinh sy, Diéu 7 B9 ludt To tung hinh su
ndm 2015 quy dinh: “Moi hoat dong t6 tung
hinh sy phai duoc thuc hién theo quy dinh
cua B¢ luat nay”. Diéu tra hinh sy 1a mot giai
doan ctia qua trinh t6 tung hinh su (diéu tra,
truy t6, xét xt), phuc vu muc dich chung ctia
qud trinh t6 tung hinh su. Bién phép diéu tra
t0 tung dac biét dugc quy dinh tai Diéu 223
Bo Iuat To tung hinh sunam 2015 (stta doi, bd
sung nam 2021).

Nhu vy, diéu tra toi pham st dung khong
gian mang xam pham an ninh quéc gia cta
Co quan An ninh diéu, B Cong an la hoat
dong diéu tra theo phap luat t6 tung hinh su
dé nham xac dinh su that ctia vu én, 1lap ho so
dé nghi xttly, tim ra nguyén nhan va diéu kién
pham t0i, yéu cau céac co quan, t6 chtic hitu
quan ap dung céc bién phap khéc phuc, ngan
ngura tdi pham st dung khong gian mang xam
pham an ninh qudc gia.

4. Ap dung phép luat trong diéu tra toi
pham st dung khong gian mang xam pham
an ninh quéc gia ctia Co quan An ninh diéu
tra, B0 Cong an

Mot hanh vi vi pham phdp luat duoc xem
la tdi pham st dung khong gian mang xam
pham an ninh quéc gia thudc tham quyén
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cta Co quan An ninh diéu tra, Bo Cong an thu
ly thi Co quan An ninh di€u tra sé thay mat
Nha nuéc cdn ctrvao cac quy dinh ctia Bo Iuat
Hinh su, Bg luat To tung hinh sirdé ban hanh
mot s6 van ban dp dung phap luat, nhw: quyét
dinh khdi t6 vu 4n, quyét dinh khoi t6 bi can
doi voi nguoi thue hién hanh vi pham toi. Sau
khi quyét dinh dugc ban hanh va c6 su phé
chudn ctia Vién Kiém sat nhan dan cuing cédp,
Co quan An ninh diéu tra méi dugc tién hanh
céac bién phap dé dieu tra vu an hinh sy, diéu
tra bi can.

Trong qué trinh diéu tra cac vu an toi
pham st dung khong gian mang xdm pham
an ninh quéc gia, Co quan An ninh diéu tra
ciing c6 thé ban hanh cac van ban dp dung
phép luat nhulénh gitt nguoi trong trieong hop
khén cdp, lénh bat nguoi bi gitt trong truong
hop khén cap, [énh bat bi can dé tam giam...

Céc hoat dong ap dung phap luat ctia Co
quan An ninh diéu tra trong diéu tra cac vu an
stt dung khong gian mang xam pham an ninh
quoc gia luén duoc t6 chiic, phan cong rat
chat ché boi miic do dac biét nghiém trong va
quy mo 16n ctia céc vu an thudc thdm quyén
cta Co quan An ninh diéu tra. Két qua ctia
hoat dong ap dung phap luat trong di€u tra
t0i pham st dung khong gian mang xam
pham an ninh quoc gia cia Co quan An ninh
diéu tra bao gio cting la mot van ban ap dung
phép luat (quyét dinh hodc lénh), khi van ban
ap dung phédp luat dugc ban hanh sé lam
phat sinh, thay doi hoac chdm dit mot quan
hé phap luat.

Mot s6 ddc diém co ban vé dp dung phép
luat trong diéu tra toi pham st dung khong
gian mang xam pham an ninh quodc gia ctua
Co quan An ninh diéu tra, nhu sau:

Mot I3, ap dung phap luat ctia Coquan An
ninh diéu tra 1a hoat dong mang tinh t6 chiic
quyén lyc nha nudce, bugce phai thuc hién doi
voi chti thé bi dp dung va céc chti thé khéc c6
lién quan: (1) Chu thé cta viéc &p dung phap
luat 1a Co quan An ninh diéu tra. Hoat dong
ap dung phap luat ctia Co quan An ninh diéu

tra dugc dién ra trong giai doan tién hanh cac
bién phap di€u tra vu dn hinh su. Giai doan
nay bat dau tirkhi ti€p nhan tin bdo t6 giac ve
toi pham, quyét dinh khoi t6 vu én dén khi co
quyét dinh khong khéi té vu dn hinh sy hoac
c6 quyét dinh dinh chi vu an hinh sy, quyét
dinh dinh chi diéu tra bi can hoac két luan
diéu tra vu an hinh s (trong truong hop co
quyét dinh khéi t6 vu én, quyét dinh khoi to
bi can). Trong nhtng treong hop can thiét, Co
quan An ninh diéu tra ap dung céc bién phap
ngdn chdn déi voi nguoi thuc hién hanh vi
pham toi nhu bét, tam gitt va tam giam.

Haila, 4p dung phap luat trong diéu tra toi
pham st dung khong gian mang xam pham
an ninh qudc gia ctia Co quan An ninh diéu
tra 1a hoat dong c6 hinh thic thu tuc dugc
phép luat quy dinh rat chat ché. Daéi voi Co
quan An ninh diéu tra, khi tién hanh diéu tra
vu 4n tdi pham st dung khong gian mang
xam pham an ninh quéc gia thi tat ca qua
trinh d6 dugc diéu chinh boi B ludt Té tung
hinh su.

Ba Ia, 4p dung phap luat trong diéu tra ti
pham stt dung khong gian mang xdm pham
an ninh qudc gia ctia Co quan An ninh diéu
tra la mot hoat dong diéu chinh mang tinh
chat ca biét, cu thé doi voi cdc quan hé xa hoi.
Day la sutiép tuc ctia si diéu chinh quy pham
phap luat trong nhing treong hop can thiét.
Doi tuong ctia hoat dong 4p dung phap luat
1a cac quan hé xa hgi yéu cau c6 sy diéu chinh
cé biét va duoc bo sung trén co s& nhiing
ménh lénh quy pham phép luat chung. Bang
hoat dong ap dung phdp luat thi nhiing quy
pham phép luat nhét dinh dugc cé biét hoa,
cu thé hoa dé di vao doi song xa hoi.

Bon I3, dp dung phap luat trong di€u tra
toi pham st dung khong gian mang xam
pham an ninh quéc gia ciia Co quan An ninh
diéu tra la hoat dong doi hoi nang luc, trinh
do chuyén mon cung tinh sang tao rat cao.
Trong qué trinh &p dung phap luat, Co quan
An ninh diéu tra phai nghién ctu ky luéng vu
viéc dé lam sdng to cdu thanh phép ly, tt d6

Tap chi Quan ly nha nuéc - S6 335 (12/2023)



Nghién ciu - Trao doi

lya chon quy pham, ban hanh védn ban ap
dung phép luat va t6 chiic thuc hién.

Nam Ia, ap dung phap luat trong diéu tra
toi pham st dung khong gian mang xam
pham an ninh quéc gia luon phai phuc vu yéu
cau chinh tri, d6i ngoai. Cac hanh vi tgi pham
xam pham an ninh qudc gia tryc ti€ép xam hai
nhting van dé quan trong ctia thé ché chinh
tri, vi vay, viéc 4p dung phap luat trong khoi
t0, bdt, tam gi®, diéu tra, x Iy cac vu an toi
pham st dung khong gian mang xam pham
an ninh quoc gia la cugc dau tranh trén linh
vuc chinh tri, twtwong. Mat khac, thuc tién da
tiép tuc chimg minh rang cac thé luc thu dich
va cac phan tt phan dong coi viéc can thiép
vao tién trinh td tung hinh sy, nhat la khau
khéi 10, bt giam gitt cac doi tugng c6 hoat
dong xam pham an ninh quéc gia 1a mot
trong nhimng trong diém chong pha cach
mang Viét Nam. Vi vy, toan bo qua trinh ap
dung phap luat trong diéu tra xit Iy toi pham
stt dung khong gian mang xam pham an ninh
quéc gia, Co quan An ninh diéu tra phai tinh
todn phuc vu thiét thuc, hiéu qua cho céc yéu
cau, nhiém vu chinh tri, d6i ngoai. Viéc ap
dung phép luat bao dam vo hiéu hoéa sy can
thiép hodc tranh so xudt khong tao cé dé cac
thé Iuc, phan ti thu dich loi dung?.

Sdu Ia, viéc stt dung dit liéu dién t trong
diéu tra toi pham stt dung khong gian mang
xam pham an ninh quéc gia cting chinh la st
dung nguon chiing ct va st dung chiing ctx
phuc vu qua trinh diéu tra 4n n6i chung. Theo
do, stt dung dit liéu dién t& trong dieu tra toi
pham stt dung khong gian mang xam pham
an ninh qudc gia la viéc co quan diéu tra va
cac co quan khac dugc giao nhiém vu tién
hanh mot s6 hoat dong diéu tra dung di liéu
dién tir da thu thap dugc mot cach muu tri,
linh hoat, sdng tao theo dting trinh ty, tht tuc
phép luat quy dinh dé giai quyét cdc nhiém vu
cta qua trinh diéu tra vu an.

Cac diéu tra vién, can bo diéu tra phai can
nhac lya chon ditliéu dién tir dem ra stt dung,
thoi gian, cach thiic st dung cu thé, khi st
dung ditliéu dién t( thi thai do, ctt chi, 1oi n6i
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dé tac dong dén doi tugng dieu tra nhu thé
nao... nham bao dam hiéu qua. St dung dit
liéu dién tir cing phai tiét kiém, bao dam di
ligu dién t c6 thé stt dung nhiéu lan trong
qua trinh diéu tra. Mudn vay phai bao quan
phuong tién dién tr lvu trit dt liéu dién tw
nguyén ven, chi dugc st dung trén ban sao.
Khi stt dung dé dau tranh véi doi tugng, tuyét
doi khong duoc dé doi tugng tiép xtic véi ban
goc, dé phong doi tugng tiéu hiy, lam mat gia
tri chting minh ctia d@ liéu dién tt. Trong
truong hop can thiét ctng can phai moi
nhtmg nguoi c6 chuyén mon, co6 trinh do
cong nghé thong tin va chuin bi day da
phuong tién ky thuat dé ho tro trong qua trinh
st dung ditliéu dién tr.

5.Két luan

Nghién ctu nhiing van dé lién quan dén
khong gian mang noi chung, 4p dung phap
luat trong diéu tra toi pham st dung khong
gian mang xam phaman ninh quoc gia do Co
quan An ninh di€u tra, Bd cong an thu Iy n6i
riéng la noi dung rdt méi, quan trong va can
thiét. Tuy nhién, dayla van de kho, dé dap tng
yéu cau, nhiém vu trong tinh hinh hién nay can
khong ngtmg tong két Iy luan va thuc tién, phat
hién nhing van dé méi, van dé bat cap dé kip
thoi bé sung, hoan thién ly luan vé ap dung
phap luat trong diéu tra t¢i pham st dung
khong gian mang xam pham an ninh qudc gia
va khong ngimg dugc bo sung, phét trién, dap
tmg tGt yéu cau ctia thuc tién dét raCJ
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